
Increase Security
Confident ImageShield provides intuitive and 
secure, image-based authentication for websites, 
mobile devices and web applications. It creates 
one-time passwords and PINs by prompting user 
to identify pictures that fit their pre-chosen, secret 
categories. 

Lower Support Costs
Confident ImageShield eliminates the need for 
expensive hardware tokens, smart cards or 
biometrics. It also reduces IT support costs and 
password-related calls to the Help Desk.

Improve Customer Satisfaction
Confident ImageShield reduces user frustration 
caused by forgotten passwords by capitalizing on 
the natural ability of humans to recognize images.  

How Confident ImageShield works
1.	The first time a user registers with a website or application, they select a few categories they can easily 

remember – such as dogs, flowers, and cars. 
2.	Each time authentication is required the user is presented with a randomly generated grid of images – the 

Confident ImageShield.
3.	The user identifies the images on the grid that fit their chosen categories and clicks, touches, or types the 

corresponding characters to form a one-time password or PIN. 

GET STARTED 
TODAY!

Web demo: www.confidenttechnologies.com/demos

Visit www.confidenttechnologies.com/trial to start a FREE trial

Password Reset
Add Confident ImageShield during the online password reset process to increase security while decreasing 
the number of password related support calls to the Help Desk.

Anti-Phishing
Solving the Confident ImageShield allows the user to verify that they are on the legitimate website and not 
a spoofed website, while at the same time allowing the website to authenticate the user.

Replace Challenge Questions
Replace security challenge questions with image-based authentication for a second layer of security during 
high-value or highly sensitive online transactions.

Strengthen Weak Passwords
Add Confident ImageShield authentication to the existing username and password credentials to add one-
time passwords to each login.

Password Replacement 
Use Confident ImageShield authentication instead of alphanumeric passwords for website logins. 

Mobile / Multifactor Authentication
Use a Confident ImageShield on a mobile phone for two-factor authentication. 
Visit www.confidenttechnologies.com/mobile to learn more. 

Business Applications
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About Confident Technologies

Deployment Options

Product Features

Confident Technologies, Inc. provides intuitive and secure, image-based authentication technology for 
consumer-facing websites, Web applications and mobile devices.  Our unique authentication technology enables 
organizations to increase security without sacrificing ease-of-use for the customer.

phone: (858) 345-5640
email: sales@confidenttechnologies.com
web: www.confidenttechnologies.com

•	 Fully customizable look and feel to match your website design
•	 Integrates into your user management and authentication system
•	 Built-in appliance alerts that complement your monitoring system
•	 Manage configuration settings from an internal administration console
•	 View security performance metrics 

Confident ImageShield can also be licensed as a white label component for OEM 
enterprise solutions to enhance security and usability for your customers.

Confident ImageShield can be deployed as:

2. An Appliance Installed in a Data Center

1. Software as a Service (SaaS)

InfosheetConfident ImageShield™

GET STARTED 
TODAY!

Web demo: www.confidenttechnologies.com/demos

Visit www.confidenttechnologies.com/trial to start a FREE trial

Full SDKs available in:
•	 Java standard edition 6
•	 Java standard edition 5
•	 ASP.NET version 4.0
•	 ASP.NET version 2.0+
•	 IOS version 4 and Android 2  for mobile

Full RESTful Web Service support for 
other platforms

Confident ImageShield Options

Configurable to match your needs:
•	 Change the CSS to perfectly match your 

website layout and design scheme
•	 Control the number of images to display
•	 Display or hide the letters
•	 Make images clickable or not
•	 Determine the number of categories the user 

must remember
•	 Dictate the order of entry

Development Platforms
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